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PROFESSIONAL SUMMARY
Senior Infrastructure and System Security Engineer with 30+ years of progressive experience in networked system infrastructure and IT core operations, to include the pharmaceutical, biotech, civil engineering IT, and other specialized industry regulated environments. Proven expertise in Azure AD-Connect/MS Entra/Cloud M365 Exchange/SSO/Azure VPN/MFA administration. Experience in enterprise network design projects, with GxP/FDA 21 CFR Part 11 compliance documentation. Strong background in daily technical support and with leading cross-functional teams, managing vendor relationships, all while driving digital transformation initiatives, including cloud hybridization migration and administration automation projects.
CORE TECHNICAL COMPETENCIES
	Application Development & Platforms:
1. SharePoint, OneNote and Teams PowerShell 5.1 to 7.6.1 automation & NinjaOne scripting
1. SDLC methodologies & GAMP 5 compliance
1. AppDynamics Application performance monitoring
Network Infrastructure:
1. VPN, firewall, wireless infrastructure
1. Rack management, UPS installations
1. Trained Open-AI for multiple clients with documentation and remediation testing
	Enterprise Platforms (Required):
1. Defender endpoints, NinjaOne, SCCM, and Intune management
1. Huntress, SolarWinds, Nagios,  Splunk, and Zabbix for infrastructure monitoring
1. Tenable vulnerability scanning
1. Microsoft DPM, Azure backup & disaster recovery
1. Nessus and Tenable threat detection & response
Identity & Security:
1. Azure AD/MS Entra admin portal accessed administration, SSO, Cloud M365 Exchange & MFA administration
1. RBAC, JIT, and other conditional access policies and tools
1. Zero Trust security frameworks




Regulatory Compliance & Leadership
1. GxP, FDA, HIPAA, GDPR, SOX, ISO compliance frameworks
1. SharePoint, Azure AD, and Azure Monitor for electronic records management
1. Team leadership, vendor management, and enterprise contract negotiations
1. Cloud migration strategies (AWS/Azure AD), DevOps for Infrastructure-as-Code (IaC) strategies
PROFESSIONAL EXPERIENCE (2015-Present)
Burwell. Tech llc, Senior Engineer (Owner)
Clients: IT Contract and Service company clients, Pharma Biomedical and Therapeutic IT support, Federal agency IT support, | Established May 1, 2026 
1. Manage hybrid cloud Azure /MS Entra / Cloud Exchange environments, supporting 8500+ users across various local and global client departments
1. Manage, migrate and install Microsoft On-Premise, third-party virtual (VBOX, XEN) and Microsoft Hyper-V servers
1. Perform Microsoft AD/GPO forest and domain assessments, PCI audits, and daily support 
1. Write and support GxP documentation for regulatory compliance of a variety of industry
1. Support and manage Ninja One and SCCM device management 
1. PowerShell 5-7.6.2 scripting
1. VMWare ESXi host, VCenter Broadcom VMWare, and Cluster management
1. Huntress/SolarWinds monitoring and proactive assessment
1. Tenable/Nessus scanning device and account security management
1. FreshService.com/Service Now ticket and device inventory management
1. Windows update for business for patching
1. Train internal Help Desk Open-AI Chat with documentation and remediation testing

Computer Vision Consulting LLC – Senior System Engineer
Client: Warren County NJ Government | May 2025 – Present
1. Manage multi-site Windows Server 2016-2025 AD environment, HyperV clusters, and hybrid Azure Entra identity integration supporting 500+ users across government departments
1. Perform AD Forest and domain assessments, GPO audits, certificate lifecycle management, and Azure File Stubbing/Copy migrations ensuring regulatory compliance
1. Managed SCCM for automated patch management, software deployment, Remote access and inventory tracking across enterprise infrastructure
1. Authored and implemented PowerShell automation for Defender Antivirus definition updates and WSUS Microsoft updates split sourcing, reducing manual intervention by 80%
1. [bookmark: _GoBack]Train internal Help Desk Open-AI Chat with documentation and remediation testing for first level user Help Desk interaction and Level 2 tech support

Infosys Ltd – Infrastructure Expert / Team Lead
Apr 2019 – Jan 2025 | Clients: Black & Veatch, MetLife, DOD, Verizon
1. Led enterprise Windows Server 2008/2012R2/2016 EOL migrations for 200+ servers, Azure cloud deployments, VMware upgrades, and P2V initiatives across multiple pharmaceutical and financial clients
1. Managed global engineering teams supporting AD, VMware, Citrix, Linux environments, and application stacks for regulated industries requiring GxP compliance
1. Provided Splunk administration, ingestion, indexing, dashboarding, and alerting for enterprise monitoring and compliance reporting
1. Migrated On-Premise and Connected AD hybrid Windows Server, Domain Controllers s and Desktops to Microsoft security portal using PowerShell, SCCM, Intune, and GPO for centralized security management
1. Implemented iSCSI SAN storage updates, monitoring, and backup/recovery solutions ensuring 99.9% uptime SLA compliance
1. Tested LLM-based Copilot integrations for internal enterprise use, evaluating AI-driven automation capabilities
1. Supported Global insurance company’s physical Windows Server 2008 EOL migration for legacy home-grown application systems (Sybase 16), ensuring security compliance and business continuity throughout

Cisco – Infrastructure Engineer (Lockheed Martin)
Feb 2019 – Apr 2019 | Valley Forge, PA
1. Upgraded legacy copper ethernet data center backbone to 40-100Gb Ethernet/FC infrastructure, validating connectivity for ~170 application servers in USA defense contractor environment
1. Identified $150K cost shortfall in Cisco installation plan through detailed infrastructure assessment and risk analysis

CGCS Inc. – Systems Analyst IV (FISERV)
Dec 2018 – Jan 2019 | Parsippany, NJ
1. Performed AD, firewall, and infrastructure modernization assessments for financial systems in VMware 5.x/6.x environments
1. Troubleshooting Autosys job scheduling, Splunk ITSI monitoring, and PowerShell automation for legacy financial applications
1. Managing VMware ESXi hosts and virtual machines, implementing performance monitoring and vulnerability management protocols
1. Training internal Help Desk Open-AI Chat with documentation and remediation testing

Mondo – IAM Technical Analyst (St. Luke's University Hospital)
Jun 2018 – Oct 2018 | Allentown, PA
1. Processed 60+ daily IAM requests for AD, Exchange, Lync/Skype, VPN access, and AD security group management in HIPAA-compliant healthcare environment
1. Developed PowerShell automation for bulk user onboarding and off-boarding, attribute validation, and bulk security group changes, reducing processing time by 70%, reducing staff requirements by 75%
1. Coordinated with Identity, Security, Networking, and Application teams for access governance and organizational integration

GlobalPoint Inc. – Senior Systems Engineer / Team Lead
Sep 2017 – May 2018 | Clients: Cipla Pharmaceuticals
1. Engineered AD forests, domain trusts, DC rebuilds, FSMO moves, and replication troubleshooting for newly purchased pharmaceutical manufacturing environments at multiple locations
1. Managed 400+ laboratory systems with GPO hardening, SCCM validation, and pharma manufacturing systems (HPLC, Bosch, Malvern) integration
1. Installed and maintained FortiGate firewalls, SonicWall appliances, VPNs, NATs, and security profiles ensuring GxP compliance
1. Installed Empower FR2/FR3 servers for FDA/DEA compliance, supporting validated pharmaceutical testing environments
1. Ensured accounting systems security deploying the on-premises system and databases to ADP cloud, and rolled out timecard stations throughout with electricians

Axelon – Senior System Engineer (Pfizer)
Oct 2015 – Dec 2016 | Peapack, NJ
1. Decommissioned legacy Windows systems into isolated VMware environments for GxP data retention and FDA regulatory data recovery compliance
1. Authored SOPs, technical documentation, and ALM procedures, validating systems supporting FDA audit requirements
1. Utilized Quest tools for AD analysis and change control compliance in pharmaceutical R&D environment
1. Supported Windows XP-2012 systems, SuSE, RHEL, and VMware 4.1/5.5 infrastructure for drug development operations
EDUCATION & CERTIFICATIONS
	Education:
1. Advanced Linux Server Certificate – SCCC, Sussex NJ
1. Network Systems Administrator Associates Diploma – Dover, NJ Business College
1. AWS SysOps / DevOps Training – Udemy Online
1. AZ-104 Azure Administrator Training – Udemy and Microsoft Learning
	Certifications & Compliance:
1. Nuclear Power Security Certification (NERC 2025) - PPL
1. GxP / GMP compliance experience (OJT)
1. HIPAA / PCI compliance experience (OJT)
1. Microsoft Windows Server 2012-2025 Administration – Udemy


KEY ACHIEVEMENTS & IMPACT
1. Successfully managed enterprise infrastructure supporting 500+ users across regulated pharmaceutical and government environments (VZW, Merck, Cipla, etc.)
1. Led Windows Server EOL migrations for 200+ servers at a time with zero business disruption and full regulatory compliance (Zerto)
1. Reduced manual intervention by 80% through PowerShell automation and SCCM deployment optimization
1. Identified $150K+ cost savings through detailed infrastructure assessment and risk analysis
1. Maintained 99.9% uptime SLA compliance across critical pharmaceutical manufacturing and Pharma R&D systems
1. Processed 60+ daily IAM requests with 70% efficiency improvement through automation -St Lukes’ Healthcare (SLUHN.org)
